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Abstract: There are some loopholes in 802. 1X protocol such as replay attacks, DoS (Denial of
Service) attacks and so on. The paper presents an state transition process for certification of
802. 1X, and designs an attack state transfer mechanism for functional attacks. The architecture
of 802. 11 frames, EAPOL frames and EAP frames are analyzed. The replay frames are deleted
and keywords are abstracted and saved from the list of remaining frames one by one. Then the
EAP frames which are required for detection are saved in the cache. The security detection meth-
od of 802.1X is designed based on the state transition mechanism. Experimental results show
that functional attacks of 802. 1X such as replay/DoS attacks can be detected accurately in real
network environments, and the detection is effective and consistent.
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